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K ITpuka3y Ne 92 ot 31.08.2023

Mozaeb yrpo3 6e30nacHOCTH NePCOHANBHBIX JAHHBIX
MOY «Ilopocozepckas COILD»

I. Ilepeuyerb 0003HAYEHHI H COKPAINEHHH

. APM-agromaTi3upoBaHHOE paboyee MeCTo;

. UP-undopmannoHHbIii pecype;

. UCTI/TH-undopmanmoHHas CHCTeMa NEPCOHATBHBIX JJAHHBIX;

. K3 —KonTpommpyemas 30Ha;

. I1JIH- nepcoHabHbIe JAHHBIE;

. IIO-nporpammuoe obecniedeHue;

. IITC-nporpaMMHO-TEXHHYECKHE CPE/ICTBA;

. [IBMUH-n0604HbIe 371eKTPOMarHATHBIC H3]Ty4EHHS U HABOIKH
. C3U-cpencrBa 3ammThl HHOOPMALIAH,

10. CK3U-cpencrsa kpunrorpaduyecKkoi 3amuTsl “HGopMaIni;
11. ®Cb- ®enepanbHas ciyxba 6e30MacHOCTH;

12. ®CO-DenepanpHas ciyx0da 0XpaHsl;

13. ®CTOK-DenepanpHas ciyxba 10 TEXHHYECKOMY H SKCIIEPTHOMY KOHTPOJIIO.
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II. O6mue moJ1oKeHust

1. Hacrosmasi Mozens yrpo3 Ge30MacHOCTH IMEPCOHATBHBIX JaHHBIX (1anee — Mojenb)
COJIEPXXHMT CHCTEMATH3HPOBAHHBIN EpedeHb yrpo3 6€30MaCHOCTH NePCOHATBHBIX JAHHBIX TIPH HX
obpabotke (manee — Illkona). YKa3aHHBIE YTPO3bl MOTYT HCXOJHTH OT HCTOYHHKOB, WMEIOLIMX
AHTPONOTEHHBIA, TEXHOTCHHBIH M CTHXWHHBIA XapakTep H BO3JICHCTBYIOIIMX HA YS3BUMOCTH
WCII/I, xapaktepnbie mis nauno WCIIJIH, peanusys Tem cambiM Yrpo3bl HHQOpPMAIHOHHOMH
6e30macHOCTH.

2. B Mogemu paerca o6o6mennoe omucanue MWCII/la, cocraB, kareropuu H
npenonaraeMeiii 06bem obpadareiBaeMeix [1/1u ¢ mocneyomeii kiaccuukamnmei UCII /8.

3. Mojeib ONHCHIBaeT MOTEHIHATBHOro HapymmTens 6esonacHoctd [1/{H ¥ noaxons! 1o
OIIPE/IENICHHIO AKTYAIbHOCTH YIPO3 C YYETOM BO3MOKHOCTEH HapymmTess M 0CoOeHHOCTEH
xkoukperaoit MCIT/IH.

4, Hacrosmas Mopaens pazpaboraHa B COOTBETCTBUH ¢ Tpebosanusmu @DenepanbHOro
3aKOHOATEIbCTBA H (e/IepabHBIX OPTaHOB 110 3alIUTE MEPCOHAIBHBIX TaHHBIX.

II1. XapakTepucTuka o0bexkTa HHpopMaTH3auuu

B IlIxone cymectBytoT caenytomue Tanb UCIT/Ix:

1. UCII/Ia nepenaun undopmanmu, B ToM uncre [1/1n, B nensix ucnonnenus GeaepasibHbix
3aKOHOB.

3. Cocras UCII/Ia u o6pabaTbiBaEMbIX B HUX IIE€PCOHAIBHBIX JTAHHBIX TIPUBEJICH B
[Ipunoxxernu Nel Kk HacTodIEMY TOKYMEHTY.

4. B xauectBe 00nekTa nHpopmaTH3aiuu [1Ikos! BEICTYNAIOT:
1. ABTOHOMHBIE aBTOMaTU3HpOBaHHbIe paboune mecta (APM).
2. JlokanbHast CETh.




5. BBoj mepcOHANBHBIX JIaHHBIX OCYIIECTBIIAETCA KaK ¢ OyMa)KHBIX HOCHUTENEH (HarpuMmep,
JIOKYMEHTOB, YAOCTOBEPSIONIMX JHUYHOCTh cyObekTa IIJlH), Tak M ¢ 3IEKTPOHHBIX HOCHTEINICH
uHpopMmarmu.

6. UCI1/1s npeanonararoT pacupeieIeHHyio (HaAPM)oOpaboTky u xpaneHue 11/1H.

7. Tlepconanbubie nanHble cyObekToB IIJIH Moryt BeBomuThes M3 MCIIJ[H ¢ nensio
nepeiayd MEPCOHANBHBIX JaHHBIX CyOBEKTOB VYUpEKJIEHHs, KaKk B JJIEKTPOHHOM, TaKk H B
OyMa)KHOM BH/IE.

8. Kontpompyemoit 3on0i (K3) UCII[{n sBistoTcs 31anHus U OTAE/IbHbIE TIoMenenus. B
npeznenax KOHTPOJIMPYEMOH 30HBI HaxoAsTcs pabo4me MecTa MOIb30BaTENed W MeCTaxpaHeHMs
apXMBHBIX KONHIl [aHHBIX, CETEBOE M TeleKOMMyHuKanuonHoe obopynosanue WCII/Ia. Bre
KOHTPOJIMPYEMOM 30HBI HAXOMATCS JMHHM TIE€peJayd JIaHHBIX H TEJEKOMMYHHUKAIMOHHOE
obopyaoBanue, HCHONB3yeMoe JUisi WHGOPMAlMOHHOIrO OOMEHa II0 CeTAM CBsi3d OOIIETro
NOJIb30BaHMs M (HJIH) CETSAM MEX/IYHapoJIHOro HHGOpMAMOHHOI0 oOMeHa.

L COCTaB, KaTeropum " obbeM MNEPCOHAJIBbHBIX TaHHBIX, ONPE/ICJICHHE
YPOBHHA 3AIHINECHHOCTH NIEPCOHATBHBIX TAHHBIX

1. Ha ocHOBe xapakTepucTHK U ocobernHoctei ucnonb3yemeix MCIT/1a u oGpabaThiBaeMbIx B
HHX NIEPCOHAIBHBIX JAHHBIX, MOJKHO KOHCTaTHPOBATb, YTO NIEPCOHAIbHBIE JaHHbIe CyOnekToB [1/1H,
obpabateiBatoTcss B YdpexaeHuH ~— MHQOpMANMOHHOH  cucTemoi,  obpabareiBaroiieil
001IEI0CTYIIHEBIE IEPCOHAIBHEBIE TaHHBIE, a TAKXKE CHCTEMOM, 00pabaThIBarONIEH MHbBIE KATETOPHH
NEepCOHANBHBIX AaHHBIX. CriennanbHble KaTeropHd MEPCOHAIBHBIX JAHHBIX W OMOMETpHYCCKHE
nepconaibHble ganHbie B UCIT/TH Yupexnenus He 00pabaTbiBaioTCs.

2. JIna UCIIu Illkonsl akTyalbHBI Yrpo3bl 2 THNA - yIpO3bl, CBA3aHHBIE C HAIUYHEM
HEJIOKYMEHTHPOBAHHBIX (HEIEeKIapHPOBAHHBIX) BO3MOXHOCTEH B [PUKIAIHOM IIPOIPAMMHOM
obecnedyeHnHt, HCIob3yeMoM B HHGOpMalHoHHO# cacteme. CoriacHo noAnyHkTy «O» mynkra 11
«TpeGoBaHuii K 3alIMTe NEPCOHATBHBIX JAaHHBIX NPH MX 00paboTKe B MHPOPMALMOHHBIX CHCTEMAX
nepconansHbix ganHbxX» s UCIIJIE  Ilxoner Ttpebyercs obecneunts 3-udl  YPOBEHB
3AIMINEHHOCTH TIEPCOHANBHBIX JaHHBIX NIPH HX 00paboTke B HHYOPMAIIMOHHOH CHCTEME.

I1. Cnoco0bl HApYIEHHS XaPAKTEPHCTHK 0€30MaCHOCTH NEPCOHAIBHBIX JIAHHBIX

1. Ucxons W3 T1epedyHs [EPCOHANBHBIX JaHHBIX, oOpabareiBaembrx B UCIT/TH,

CYIIECTBYIOT ClIE/YIONIAE CIIoco0bI HapyIIeHus XapakTepucTuk Oesonacuoctu [1/1x:
- XMINEHHWE IIEPCOHAIBHBIX JaHHBIX cOTpyAHMKamHu [IIKoybl JUIs HCHO/Ib30BAHKS B
KOPBICTHBIX LEJISX;
- mepenaya GpUHAHCOBOM, aiPECHOM, IOpHANYECKO 1 mpodel HHGopmaluu o cyosexre [1/1H
TPEeTHUM JIUIAM:
- HECAHKIIMOHMPOBAHHOEYOIHYHOEpa3IIalleHHENIEPCOHAIbHBIX IaHHBIX,CTABIHX
u3BeCTHBIMH coTpyaHHKaM [1Ikoubr; '
- HECAaHKI[MOHMPOBAHHOE TIOJy4EHHUE IEPCOHANBHBIX [aHHBIX TPETHHMH JHLIAMH]
- yAUYTOXEHHE  (MHAHCOBOM, ampecHod M mpodei mHpopmaiuu o cyosexrte [1/11:
- MomuduKaius  (QUHAHCOBOW, aapecHOM M  mpouei nHpopmarmu o cyosexre [1/1H:
- 6okupoBaHKe  ()UHAHCOBOM, anpecHoOd H  mpouei nndopmanuu o cydbexre [1/1H:
- BBOJI HEKOPPEKTHOM (pMHAHCOBO#, aipecHoit 1 poueit undopmarmm o cydbexre [1/1H;
- Iepe/1aya HEKOPPEKTHOH HHHAHCOBOH, apecHol U npoyeit uudopmaruu o cydvexre [1/1H:
- HCKaXKEHHEe apXuBHON HHpopManuH 1o cydnekty [1/1H.
- VHHUTOXeHHE apXuBHON HH(popmanuu 1o cyobexty [1/1H.




II1. Yrpo3sl 6€30nacHOCTH NePCOHATLHBIX JaHHBIX NIPH 00paboTke B
HHPOPMAIHOHHBIX CHCTEMAX NEePCOHAILHBIX IAHHBIX

1. Tlox yrpo3amu Ge30macHOCTH NEPCOHATBHBIX aHHbIX 1pH uX obpadorke B UCI1 I
HOHHMAETCS COBOKYITHOCTB YCIIOBHH M ()aKTOPOB, CO3/IAOINUX MOTEHIMAIbHYIO HIIH PEalibHO
CYIIECTBYIOLIYIO ONACHOCTD, CBS3aHHYIO C YTEUKO# HHpopmanyiu 1 (k)
HECAHKIMOHMPOBAHHBIMH (MJIH )HEeTIpeTHAMEPEHHBIMH BO3/ICHCTBUsAMY Ha Hee. Takum obpasom,
yrpo3sl 6e3onacuocts [1/{# npu ux o6pabortke B UCITJIH MoryT ObiTh CBsi3aHbI Kak ¢
HenpeHaMepeHHbIMA AericTBusiME nepconana UCII/Ix, Tak # co crnenuanbHo
OCYIIECTBJIEMBIME HEIIPABOMEPHBIMH JICHCTBHAMH OT/IE/IbHBIX OPraHu3alii i rpaxiaH, a
TaKXKe MHBIMU MCTOYHHKAMH yrpo3. HenmpaBoMepHbie JICHCTBUS MOTYT HCXOANTD TAKIKE U OT
COTPYIHHKOB YUpEXICHHs B ClIydyae, KOT/ia OHH PaCCMATPHBAIOTCS B Ka4€CTBE MOTEHIHAILHOTO
HapyummTens 6esonacHoctd I1/1H.

2. B nensix ¢popMHpOBaHHs CHCTEMATH3HPOBAHHOTO nepedHs yrpo3 Gesonacuoctn [1/1H npu
ux o6paborke B MUCII/l u paspaboTke Ha HX OCHOBE YACTHBIX (ICTATH3UPOBAHHBIX) MOJIE/ICH
npuMeHUTENbHO K KoHKpeTHoMY BHay MCII/IH, yrpo3si 6e30nacHOCTH MEPCOHANBHBIM [aHHBIM B
UCII/Iz MoxHO Kiaccu(HIIUPOBaTh B COOTBETCTBHH CO CIIEIYIOIINMHU IPU3HAKAMH:
- ITo BH1aM BO3MOXKHBIX HCTOYHHKOB YIPO3;
- ITo Tunmy UCIT/IH, Ha KOTOpbIE HaNpaBjieHa pealn3anus yrpos;
- 1o BUJTY HapyIaeMoro CBO#CTBa uHGpopMaruH (Buny
HECaHKIIMOHMPOBAHHBIX JAEHCTBHIA, ocymecTBisieMbIX ¢ [1/11);
- 10 criocobam peanu3aluy yrpos;
- 110 MCTIOJIB3YEMOH YSA3BHMOCTH,
- 10 00BEKTY BO3/ICHCTBHS.

3.Jlta UCIIJIa  cymecTBYIOT CIeAyIOIMe Kiacchl  yrpo3 Gesonacuocty [1]1a:
- ITo BHIaM BO3MOKHBIX HCTOYHHKOB Yrpo3 0€30NacHOCTH NePCOHATIBHBIX IaHHbIX
— yrpo3bl, CBSi3aHHBIE C TPEJHAMEPEHHBIMH WM HENpPeIHAMEPCHHBIMH JICHCTBHAMH JIMIL,
umerommmu  goctyn k  WMP  UCIIJIH, BKmodyas [OJB30BaTe/ied, pPEAIM3YIOIIHE YIPO3bl
nenocpeacreeHHo B UCI1/1x;
— yIpo3bl, CBS3aHHBIE C NPETHAMEPEHHBIMH MM HENPEIHAMEPEHHBIMH JCHCTBUAMH JIHIL, HE
umerompx goctyma k MCII/IH, peanusyiomue yrpossl M3 BHENIHHX CeTei CBsi3d 00uIero
MOJIb30BaHMs ¥ (WIIK) ceTell MHOPMAIMOHHOrO OOMeHa:
—  yrpo3bl, BOSHHKHOBEHHE KOTOPHIX HANPAMYIO 3aBUCHT OT CBOHCTB TEXHHKH, HCIOIL3YEMOH B
UCTITs;
—  yrpo3bl, CBSI3aHHBIE CO CTHXHHHBIMH IIPUPOTHBIMHU SBICHUSAMH.
Kpome 3Toro, yrpo3bl MOTYT BO3HHKATh B PE3y/IbTaTe BHEAPEHHS aNNapaTHbIX 3aKIal10K 1
BpPEeJIOHOCHBIX MIPOTPaMM.
- Mo Tamy UCII1/In, Ha KOoTOpBIE HANIPABJIEHA YIPo3a:

Io crpykrype MCII/IH, Ha KOTOpbIE HANPABIEHA YIPO3ad, HEOOXOAMMO pacCMaTpUBATh
ClIEAYIOIHE KIacChl yIpo3:

- yrpo3bl  Ge3omacHOCTH J@HHBIX, oOpabarbiBaembix B VICIT/IH Ha Gase aBTOMATH3MPOBAHHbIX
pabounx mMecT;

- yrpo3sl  0e30macHOCTH  JaHHBIX,  OOpabaThIBacMbIX B UCTIJIH na 6a3e noKaibHbIX
HH()OPMAIMOHHBIX CHCTEM.

- ITo cmocobam peasim3anHy yrpo3

ITo cnoco6am peann3aluy yrpo3 BBIIEISAIOT ClIEIyIOMUE KIacChl yrpos:

- YrpO3Bl, CBA3aHHbIE ¢ HECAHKIIHOHUPOBAHHBM A0CTYNOM KIIJIH(B TOM UHC/ie YyIpO3bl BHE/PCHHS
BPEJOHOCHBIX IPOrPaMM);

- yrpo3sl yreukH [1/IH o TeXHHYECKHM KaHalaM yTeYKH nadopmaruu (TKYHN):

- yrpo3sl criequanbHbix BosaekcTauit Ha UCIL/IH.

- Tlo BHaY HApymiaeMoOro cBoiicTBa HHGopMauuH (HeCAHKIHOHHPOBAHHBIX NeHCTBHH,




0CYIIECTBJISIEMBIX ¢ EPCOHATLHBIMH IAHHBIMH)

[lo BHOy HECAaHKHOHMPOBAHHBIX JEHCTBHH, OCYIIECTBISEMBIX C MEPCOHAILHBIMH
JTAHHBIMHM, MOXKHO BBIIEUTH CIIEAYIOIIMI KIIacc yrpos:
- yrpo3sl, NpHBOAsAIIME K HapymeHH0 KoHuaenimmanbHocTd [IJIH (KOMUPOBAHHMIO HITH
HECAHKIIHOHMPOBAHHOMY PAClPOCTPAHEHHUIO), MpPH pPEeAIU3allMid KOTOPHIX HE OCYHICCTBIACTCH
HETIOCPE/ICTBEHHOTO BO3/ICHCTBHS Ha COZIEpKaHHE MH(POPMALIHH;
- yrpo3bl, IPHBOASLINE K HECAHKIIMOHUPOBAHHOMY BO3/ICHCTBHIO Ha COJEPIKAHHE uHopmaluu, B
pe3yJbTare KOTOPOro NPOMCXOIMT M3MEHEHHE JJAHHBIX MM X YHHYTOXKCHHUE,
- Yrpo3sl, NpPHBOMSINWE K HECAHKIMOHMPOBAHHOMY BO3JICHCTBHMIO HAa MPOrpaMMHBIC HIIH
nporpammuo-annaparasie  dnementsl MCILJIH, B pesynbrare KOTOPOIO  OCYHICCTBIACTCH
OI0KMpOBaHUE JJaHHBIX.
- Tlo Hcnmoib3yemMoii yH3BHMOCTH BbUIEASIOTCH CJEIYIONIHE KJIAacChl YIPos:
- YIrpo3bl, peau3yeMble ¢ HCIOIb30BAHUEM YS3BUMOCTH CHCTEMHOIO IPOrpaMMHOI0o obecneyeHus
(I10);
- Yrpo3bl, pealM3yeMble C HCIOJb30BAHHEM YS3BUMOCTH [PHUKIAJHOIO [10; - yrpossi,
BO3HMKAIOIME B PE3y]IbTAaTe HMCIOJIB30BAHHS YSA3BHMOCTH, BBI3BAHHOH HAIMYMEM B UCTT/1n
anmnapaTHOM 3aKJjIaJIKu,
- YIPO3BI, peal3yeMble C HCIIONB30BAHHEM YSA3BUMOCTEH [POTOKOIOB CETEBOr0 B3aAUMOICHCTBH 1
KaHAJIOB Nepe/layH JJaHHBIX,
- Yrpo3sl, BO3HMKAKOIIME B Pe3yJbTAaTe HCIOJIB30BAHMS YA3BUMOCTH, BBI3BAHHOM HENOCTATKAMM
OpraHM3alli¥ TEXHAYECKOH 3alUThl HHPOPMALHMH OT HECAHKIIMOHHPOBAHHOIO 0CTYTIA;
- yrpo3bl, pealu3yeMble C HCIONb30BAaHWEM YA3BUMOCTEH, OOYCIOBIMBAIOMIMX — HATHIHE
TEXHAYECKUX KAaHAIIOB YTE€UKH MH(OPMALIHH;
- yrpoam,peamd3yeMblecncnonwonanueMymBmocreﬁcpencm:;ammbmH(bopmaupm.
- ITo 06beKTY BO3AeiiCTBHS BbIICJIHIOTCH C/IeAYIOMHE KJIACChI yrpos:
- Vrpo3ss! 6e3onacroctu [1/10 ,obpabarsiBaeMbIX Ha APM;
- Yrpo3sl 6e3onacHocty I1/1H, nepenaBaeMbIX 10 CETAM CBA3H,
- YIpO3bI IPHKIATHBIM IPOrPaAMMaM, ¢ OMOIIBIO KOTOPBIX 00pabaThIBaIOTCH IT/1s;
-yrpossl  cucremHomy [0, obecrneunBaromemy ¢yukuronnposanue UCTI/TH.

IV. XapakTepHCTHKA HCTOYHHKOB YIpo3 0€30IacHOCTH MePCOHATLHBIX IaHHbIX B UCILAn
B orromenwnu MCII/{H MOTYT CyIIecTBOBATh TPH THIIA HCTOUHHUKOB Yrpo3 0e30macHoCTH MAH:

1. AHTpOIOreHHbIE HCTOYHUKH yrpo3 6esonacHoctu [1/11.
2. TexXHOTEHHBIE HCTOUHHUKH yrpo3 GezonacHocTH [1/1H.
3. CruxuiiHble HCTOYHHKH yrpo3 Ge3onmacnocTu [1/1H.

- AHTpONIOreHHbIe HCTOYHHKH yrpo3 Gesonacuoct I1/1n

B kauecTBe aHTponorenHoro ucrognuka yrpos mis MUCIIJIn HeobxoanMo paccmaTpusarh
cyOBeKTa (JIMYHOCTB), MMEIOMIEr0 CAHKIMOHHPOBAHHBIH MM HECAHKIIMOHWPOBAHHBIN JIOCTYI K
pabore co mrarasiMu cpencreami UCILJH, IEHCTBHA KOTOPOro MOTYT IPHBECTH K HAPYUICHHMIO
6€30MacHOCTH TIEPCOHANBHBIX JAHHBIX. AHTPOINOIEHHBIC MCTOYHHKH yrpo3 IO OTHOMICHHIO K
UCII/Ia MoryT ObITh KaK BHEITHAMH, TaK X BHYTPEHHAMH

Cpend BHENIHWX AHTPONOTEHHBIX HMCTOYHHKOB MOXKHO BBIICIHTD clydaiHbie H
npeHaMePEHHbIE HCTOYHHUKH.

Cryuaifasie (HempeJHAMEPEHHBIE) MCTOYHHKA MOTYT HCTOJIb30BaTh TaKHE YA3BHMOCTH,
kak ommOKku, coBepmenubie npu npoexrtuposanun WCII/lH # ee siemenTos, omuOKH B
IIPOrpaMMHOM OG€CTICYeHHH; Pa3IMIHOro poja cOOM M OTKasbl, NOBPEHKICHHA, TPOABIACMEIC B
UCTI/IH. K TakuM HCTOYHHKAM MOXXHO OTHECTH IIEPCOHAN MOCTABIIMKOB PasIHIHOIO poa yCiyr,
IepcoHaN HAN30PHBIX OpraHM3aluid W aBapHiHBIX cayx6 u T.n.JleficTBHA(YTrpO3bi).
HCXOISANAE0TAAHHBIXUCTOYHMKOB,COBEPLIAIOTCAIIOHE3HAH IO, HEBHUMATEIbHOCTH HIIH



XaJIaTHOCTH, M3JII000NBITCTBA, HO 6€3 371010 ymbic/a.

IIpesHamepeHHble HCTOYHHKH TIPOSIBIISIOTCS B KOPBICTHBIX YCTPEMIICHUSX HapyIIUTeNeH.
OcHoBHasl 1€/b TAaKMX HCTOYHHKOB — YMBIILIEHHAs J1€30pPraHu3aiys paboTel, BBIBOJ CHCTEM
Opranusanuu M3 CTPOSi, MCKaXKeHWE HHPOPMAIMH 3a CyeT nponukHoBeHuss B UCTIIn nyrem
HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

BHYTpEHHUMH HCTOYHHKAMH, KaK NpPaBHIO, SBISIOTCS CHSLMANMCTEI B 0G14CTH
NpPOrpaMMHOTO OOECNeYEHHsT M TEXHHYECKHX CPEACTB, B TOM 4HCIIE CPEICTB 3alIHTHI
MH(OPMAIINH, HMEIOIIHE BO3MOKHOCTD HCIIOIB30BAHMS [ITATHOTO 000pyI0BaHUS U IIPOTPAMMHO-
TeXHH4eCKHX cpeactB MCIIJIH. K TakuM MCTOYHMKAM MOKHO OTHECTH OCHOBHO MepcoHall,
TpeACTaBUTENeH CIIyKO Ge30MacHOCTH, BCIIOMOTATEIbHbIH M TEXHHUECKHI [IepCoHall.

JUis BHYTPEHHHX HCTOYHHKOB YIPO3 0c060€ MECTO 3aHHUMAIOT yIpo3bl B BHJIe OMIMO0YHBIX
ACHCTBMH ¥ (WM) HapymleHud TpeOOBaHMM OSKCIUTYaTAllMOHHON M WHOI JIOKYMEHTAaIluu
COTpYAHHKaMH Y4pexaeHHus, uMmeromux goctyn k UP UCI/(n. K nogo6ubmM yrposam, B
9aCTHOCTH, OTHOCSTCH:

— Henpenymsinennoe HeKaXKeHHe HIlH yaIeHHE IIPOTPAMMHBIX KOMIIOHEHTOB:

— BHepenue u HCTIOIB30BAHKE HEYYTEHHBIX TIPOTPAMM;

— WrHOpHpOBaHHe OpraHM3alMOHHBIX OTrPaHHYEHHH (yCTAHOBJICHHBIX npaBun)pu pabore ¢
pecypcamu UCI1/1H, BKmoyas cpeacTBa 3amutsl HHGopmanuu. B gactHocTH:

- HApYIIEHWE MpPaBHII XpaHeHHs: MHGOOPMAUMH OrpaHHYEHHOTO OCTYNa, MCIOIb3YeMOi IpH
SKCILTyaTaluu CpEICTB 3aIUTHI HHpopMauK (KIIOYEBOH, maponbHOH M
ayTeHTHGHUIUpYIOWeH HHGopMaun);

- OIPEJIOCTABJICHHE TOCTOPOHHUM JIMI@M BO3MOXHOCTH JIOCTYIIA K CPEJACTBAM  3AllUTHI
MH(pOpMaIMH, a TaKXke K TEeXHHYECKHM IIPOrPaMMHBIM CPEICTBAM, CIIOCOOHBIM MOBIHSTH HA
BBIIIOJIHEHHE NPEABSBIAEMbIX K CPECTBaM 3alHThI HHYOpMaIMK TpeGoBaHMi;

- HaCTpOMKa M KOH(HMIYypHpOBaHHE CPEJCTB 3alMThl MHPOPMAIHH, a TAKKE TEXHHUECKUX H
IIPOrPaMMHBIX CPEZCTB, CHOCOOHBIX MOBJIHATH Ha BBINOJIHEHHE IPEIbLSBIAEMBIX K CPEICTBAM
3aIHUTEI HHpOPMaUUK TpeGOBaHMIl, B HAPYIICHHE HOPMATHBHBIX U TEXHHYECKHX JOKYMEHTOB;

- HecooOmeHHe o0 (Qakrtax yTpaThl, KOMIPOMETAUMH K/IIOYEBOH, NApONBHON M
ayTeHTHQHUUHMpYIOWeH HHOpMAlUH, a TakKe MOOOH Apyrol MHbOpMAIHH OrpaHHYEHHOTO
JlocTyma.

HauGosbuiyio onacHOCTh NpPEACTABISIOT MpEHAMEPEHHBIE YIPO3bl, HCXOISLIME KAK OT
BHEIIHHUX, TaK M OT BHYTPEHHUX aHTPOIIOT€HHBIX HCTOYHUKOB.

Heobxoaumo paccMaTpHBath CleayroIMe KIACChl TAKUX YIPO3:

- YTPO3bl, CBS3aHHBIE C MpPEJHAMEPEHHBIMH NEHCTBUSAMH ML, UMeromumu aoctyn k MCIT/IH,
BKmoyas nonk3oBarenedi UCII/IH u MHBIX COTPYAHMKOB YHUpeKIeHHs, peatu3yiomUMH YIPO3bI
HenocpezcTeeHHo B UCII/{H (BHYTpeHHMI HApyIIMTEE);
= YTPpO3bl, CBS3aHHBIC C MPEHAMEPEHHBIMH JCHCTBUSMH JIULI, He HMerommMu jgoctyna k MCIT)(n
U peaM3yIOIUMH YIrpo3bl M3 BHEIIHMX CeTe CBA3W OOIIEro IoJb30BaHUS WM CceTeil
HHPOPMAIHOHHOr0 0OMeHa (BHELIHUH HApYITHTED);
- YTPO3Bl, CBA3aHHBIC C NPEIHAMEPEHHBIMH IEHCTBUAMH JIMIL, He HMeromuMe goctyna Kk UCIT/ln
H peaym3yronumu yrpossl mo TKYH.

- TexHoreHHble HMCTOYHHKH Yrpo3 6esonacnoctu I1/In

TexHoreHHble HWCTOYHHMKHM YIpo3 HAmpsIMyl) 3aBHCAT OT CBOWCTB TEXHHKH. JlaHHbie
HCTOYHHKH TAKXKE MOTYT OBITh KaK BHEIIIHMMH, TaK H BHYTPEHHHMH.

K BHEWHMM MCTOYHHKaM OTHOCSATCS MH(pacTpykTypHble 31ementTsl VCIIJIH: cpeacTea
CBSA3H (Tele(OHHbIE IMHUHM, JIMHAH MEpe/laui IaHHBIX M T.IL.), CETH MHKEHEPHBIX KOMMYHHKALHIT
(BomocHabxeHHe, KaHATH3ALHs, OTOILICHHE H IIP. ).

K BHYTpPEHHHM HCTOYHHKAM OTHOCATCS HEKA4YeCTBEHHBIE TEXHMUYECKHE M IPOrPaMMHBIC
cperctea 00paboTkH HMH(GOpPMAIWH, BCIIOMOTATeNbHbIE CPEACTBA (OXPAaHbBI, CHTHAIM3AINH,
Telne(OHNH),APYTHE TEXHHYECKHE CpelcTBa, mpuMeHsembie B MCII/IH, a Takke BPelLOHOCHOE
IIporpaMMHoOE oOecriedyeH e U anmapaTHbie 3aKJIaIKu.




AnmapaTtHas 3aKjajKa

AnmnaparHble 3aKIaJKHd MOTYT ObITh KOHCTPYKTHBHO BCTPOSHHBIMU M @BTOHOMHBIMH.
AnmapaTtHble 3aKJIaJIKH MOTYT peali30BaTh yrpo3bl:
- Coopa u HakorieHus I1/11, oOpabaTbiBaeMbIX B XpaHUMBIX B ICI1/{H;

B cuity OTMEYEHHBIX CBOKMCTB anmapaTHBIX 3aKiaafok d(PQexTuBHas 3aiuTa OT HUX MOKET
ObITh OOecredeHa TOJBKO 3a CYET TIIATENbHOTO ydeTa WX CHEIM(HUKH H COOTBETCTBYIOLICH
OpraHHM3aliA TEXHHYECKOH 3aiuThl HHPOPMALMHK Ha BCeX cTaausX xku3HenHoro nukina UCIT/Tn.

Hocurens Bpe10HOCHOMH IPOrpaMMBbl

B kauectBe HOcHTens BpeaoHocHOH nporpamMsl B MCII/IH MOxeT BhICTynaTh annaparHbii
3]IEMEHT CPEJCTB BBIMUCIUTENbHOM TeXHHKH u3 coctaBa MCII/Ia wau T1O, BemonHsiomee posb
MPOrpaMMHOT0 KOHTEHHepa.

Ecnu BpeoHOCHasi mporpaMMa He acCOLMMPYETCs ¢ KaKOH-1M00 MPHKIAAHON IpOrpaMmMon
u3 cocrasa cucremuoro wim obmero [10 UCII/{x, B kauecTBe €€ HOCHTENS BBICTYTIAOT:

- BHEIIHHH MAIIMHHBIA (OTYYXKIaeMblii) HOCUTENb, T.C. JAUCKETa, ONTHYECKHH JUCK, JIa3epHbIN
JUCK, (UIII-NIaMATh, BHEIIHMN KECTKUN JUCK M T.I1.;

- BCTpPOEHHBbIE HOCHUTENIM HH(OpMALMU (KECTKHE JWUCKH, MHKPOCXEMbl ONEPAaTUBHON IaMsITH.
NpOLECCOP, MHKPOCXEMbI CHCTEMHOM IaThl, MHKPOCXEMbI YCTPOMCTB, BCTPauBAEMBIX B
CHCTEMHEIH OJIOK yCTpOHCTBA — BUI€0A/1aNTepa, CETEBOH IIaThl, yCTPONUCTB BBO/A/BBIBOIA H T. J1.)

- MEKPOCXEMBI BHEIIHHX YCTPOHCTB (MOHHTOpA, KJaBHAaTyphbl, MPHHTEpa, IUIOTTEPA, CKaHepa W
T.IL).

B ToM cnydae, eciM BpENOHOCHAas IIporpaMMa MOKeT OBITh NPOAcCOLMMpOBaHa ¢
cucreMEbiM Wik obmmM [10, ¢ ¢aiinamu pasnuuHONH CTPYKTYphl MIH C  COODILEHMSIMH,
nepeiaBaeMbIMH T10 CETH, TO €€ HOCHUTEJIEM SBIISIOTCS:

- nakeTsl nepeaaBaembix 1o cetu UCI1/{a coobmennii;
- (haiie! (MCHIONHAEMBIE, TEKCTOBbIE, rpapuYecKue u T.1.).

[Tpu BO3HMKHOBEHHUH Yrpo3 W3 JaHHOH IPYIIIbI OSBJIAETCS NOTEHIMAIBHAS BO3MOKHOCTD
HapyIIeHHs KOH(UISHIWATBHOCTH, LENOCTHOCTH, JOCTYNIHOCTH H JIPDYTMX XapakTepHCTHK
6e3onacuaoctH [1/1H.

- CTuxuiiable HCTOYHUKH yrpo3 6ezonacHocth [1/1n

CruxuiiHple  HMCTOYHMKH  Yrpo3  oTiuuaercs  OoapmmM  pazHooOpasveM |
HEIIPEICKa3yeMOCTHIO M SIBIISIFOTCS, KaK MPaBUIIO, BHEIIHMMH 10 OTHOLIEHHIO K YUYPEKICHHIO.
ITox HEMH, MpeXJe BCEro, pacCMAaTPUBAIOTCS Pa3IHYHBIC NMPUPOJHBLIC KATAK/IM3MBL [10Kapbl,
3eMJIETPSCEHHs, yparaHbl, HaBOJHEHHA. DBO3HHMKHOBEHHE OTUX  HMCTOYHMKOB  TpPY/HO
CIIPOrHO3MPOBAaTh, UM TSDKENIO MPOTHBOJAEHCTBOBATH, HO IPH HACTYIUIEHWH IMOJOOHBIX COOBITHH
Hapymaercs mrTatHoe ¢yHkuuonupoBanue camoid MCIIJIH m ee CpeacTB 3alMThL 9TO
NOTEHIMAJBHO MOXKET T[IPHBECTH K HApyIICHHIO KOHQHICHUUAIBHOCTH, IEJIOCTHOCTH,
JOCTYITHOCTH H JIPYTHX XapakTepucTHK O6e3onacHocTH I1]/1H.

3ammTa OT Yrpo3, MCXOASIIMX OT TEXHOTEHHBIX W CTHXMHMHBIX HMCTOYHHMKOB YIDO3
6ezonacHoct I1J[H, pernmaMeHTHpYETCS HMHCTPYKUMSAMHM, pa3paboTaHHBIMH M YTBEPKICHHBIMH
OIIEPaTOpoM C y4eToM ocobenHocteit skernyaranuu UCII/TH.

V. Mogeab HapymuTe s 6€30MaCHOCTH NEePCOHANBHBIX IaHHBIX

1. AHaJIM3 BO3MOXHOCTEM, KOTOPHIMH MOJKET 00.1a1aTh HApyIIUTE b, IPOBOJUTCS B paMKax
MO HapyIIATEs.
[Ipu paspaboTke MOJIe/IU HapyIIHTENs 3aQUKCHPOBAHBI CIIEYIOIIKE TIOJIOKEHHUS:
- Besonacrocts [1/Ia B UCII/Ia obecnieunBaercs cpeacrtsaMu 3amutsl uadopmanuu UCII/H, a
TaKKe MCIOJb3YEMBIMH B HHX HMH(POPMAIMOHHBIMH TEXHOJIOIMAMH, TEXHWYECKHMH H
IPOrpaMMHBIMH CPEZICTBAMH, YAOBJICTBOPSIOMHKMHE TPeOOBaHHUSM 110 3alIMTe HHYOPMALMH,




VcraHaBIMBaeMBIM B COOTBETCTBHH C 3aKOHOAaTeNnbeTBOM Poccuiickoii ®eneparmn;
- Cpencrsa 3ammTel nHGopmanuu(C3M) mratHO QYHKIHOHUPYIOT COBMECTHO € TEXHHYECKHUMH H
NPOrpaMMHBIMH CPE/ICTBAMH, KOTOpPBIE CIIOCOOHBI MOBIUATH HA BBITOIHEHHE IMPENBABISIEMbIX K
C3U TpeboBanui;
- C3U me wmoryr ofecneunts 3ammry IIJlH OT jeliCTBHIA, BHINOTHAEMBIX B paMKax
IpPEIOCTAaBICHHBIX CYOBEKTy NeHCTBUH monHomouwii (Hanpumep, C3U He moxkeT obecneunThb
samuTy [1/[H OT pacKpeITHS JTHIIAMH, KOTOPBIM ITPEIOCTABICHO MPABO Ha J0CTYII K 9THM JIaHHbBIM).
2.0nucanueHapyIuTeNe.
C TouKHM 3peHHs HAIMYHsl IPaBa MOCTOSHHOTO MJIM PA30BOrO JOCTYTA B KOHTPOIUPYEMYIO
300y (K3) obnekroB pasmemenus WCII[I Bce ¢usuueckue imua Moryt ObITh OTHECEHBI K
CIIEIYIOIIAM JIBYM KaTE€rOpHUsIM:
- Kareropus |- nuna, He umeroniue rnpasa ocTyna B KOHTposiHpyemyro 308y UCTT/Tx;
- Kareropus II-nuna, nMeromue mpaBo 0cTyna B KOHTpoimpyemyio 30ay UCIT/TH.
Bce noreHnuanpHble HapYIIMTEH [TOIPA3IEISIOTCS Ha:
- BHemnux HapymuTenel, OCyINECTBISIOIIMX aTakH H3-3a MNPEJIEOB KOHTPOIMPYEMOH 30HBI
UCIITH;
- BHYTPEHHMX  HapyluuTejed,  OCYIIECTBISIIOMMX  aTaKd,  HaxXO[siCh B Mpejesax
KoHTpoHpyeMoi 30Hb1 UCI1/IH.
B KadecTBe  BHEIIHEr0  HApyWIMTENs  KpPOME  JIMIl  Kareropuu | JIOJDKHBI
paccMaTpuBaThCs TaKoke nHna kareropuu I, Haxoasmuecs 3a npenenamu K3,
B orHomennu MCII/In B kauecTBe BHEIIHEr0 HAPYNIMTEIAMH W3 YHCIIA JIAIL KaTeropuu I Moryr
BBICTYTIATh:
- OBIBIIME COTPYAHUKH Y4YpexkKICHHUS;
- IOCTOPOHHHKE JIUIIA, NTBITAIONIHECS TONYYHTh J0cTyN K [1/IH B HHHIIMATHBHOM MOPSJIKE;
- IPE/ICTABUTENTH NIPECTYIHBIX OpraHU3aIlHii.
Brennuii HapymmTenb MOXKET OCYIIECTBIIATH:
- mepexBar oOpabareiBaeMbIx TexHuueckumu cpencrBamu VCIIJIu T1/Ia 3a cuer ux yreuyxw 110
TKYH ¢ ucnonb3oBaHWEM TMOPTATHBHBIX, HOCHMBIX, @ TAKK€ aBTOHOMHBIX ABTOMATHUYECKUX
CPEICTB pa3BeIKH CEpHIHOMN pa3paboTKH;
- JNECTPYKTHUBHBIE BO3JICHCTBHS 4Yepe3 37eMEeHThl MHpOpManuoHHOH wHppacTpykTypsl MCII/IH,
KOTOpBIE B IPOLECCE CBOEr0 JKU3HEHHOIO IMKIa (MOJEpHH3alMsl, COMPOBOKIEHHE, PEMOHT,
YTHIM3aLHs) OKa3bIBatOTCA 3a npenenamu K3;
- HECAaHKIIMOHHPOBAHHBIH JOCTYN K HH(QOPMAIIHHU C UCIIOJIB30BAHHEM CIIELHATBHBIX POrPAMMHBIX
BO3/IEHCTBHH MMOCPEICTBOM MTPOrpaMMbl BHPYCOB, BPEIOHOCHBIX IPOTPaMM, alllOPUTMHYECKHX HIIH
IPOrPaMMHBIX 3aKJIaJJ0K; MEpPaMH;

- araku Ha VUCI1/la myTem peam3ainuu yrpo3 yAaJleHHOTO JI0CTYTIa.
BryTpenHu#t nHapynmtens (Jmmua kareropuu [I) moapaspensiercs Ha BOceMb TPYII B

3aBHCUMOCTH OT crioco0a ¥ NOJIHOMOYMH JtocTyna K uHpopMmanuonusm pecypcam (MP) UCTT/1a.
- -K mnepBoii rpynne OTHOCATCA COTPYAHHMKH YUpPEKICHHs, He SBIAIOIIMECH 3aperiCTPHPOBaHHBIMH

nonb3oBatensmMu U He ponyiueHHsie kK UP UCIIIH, Ho umerouine
nepexBaT HHPOPMAIHH, TIepeIaBaeMOM IO CETSIM CBS3M OOLIEro MoMb30BaHMs WM KaHalaM

CBS3M, HE 3allMUICHHBIM OT HecaHKIuoHupoBaHHoro joctyna (HCJI) x wundopmaimu
OpraHM3alMOHHO- TEXHHYECKUMH CaHKIIMOHHPOBaHHBIN JlocTyn B K3.

JIMo TaHHO# IPYIITBI MOXKET:
- pacmojiaraTh MUMEHaMH M BECTH BBISBIICHHE IapoJiell 3aperuCTPHPOBAHHEBIX I0OJIB30BATENCH

UCT1Tx;
- H3MEHATh KOH(HIypallMIO TEXHHYECKHX cpeAcTB oOpabotku [IJ/[H, BHOCHTH mporpamMmHO-
annaparueie 3aknagku B [ITC HUCII[lm u obecrneunBaTh cbeM HWHGOOPMALMH, HCIOIB3YS
HENOCPEACTBEHHOE MOAKIIOYEHHE K TEXHUUYECKUM cpeacTBam 00paboTku uHGOpMauu.

- Ko BTOpOI# rpynne oTHOCATCS 3aperucTpupoBansbie nojs3oaresiu UCTT/Ix,




ocymecTBistoue orpannyeHHbi noctyn Kk UP UCIT/In ¢ paGoyero mecta. K a1oii kareropuu
OTHOCATCS COTPYJHHMKH YUpEXIEHHUs, UMEIOIIHE MpaBo A0cTyna K jgokansbHeM MP UCTT e s
BBITIOJIHEHHS CBOMX JIOJDKHOCTHBIX 0OSI3aHHOCTEH.
JIuno gaHHOM IpyMIbL:
- O6iaziaeT BceMH BO3MOXKHOCTSIMH JIHII [IEPBOi KaTErOpuu:
- 3HaeT, 10 MEHBINEH Mepe, OJTHO JIEraJlbHOE HMS JIOCTYIIA;
- obnaaeT BceMH HEOOXOMMMBIMH aTPUOyTaMH (HanpuMep, maposiem), 00ecnedrBaoIMM 10CTYII
k UP UCI1/In;
- pacnionaraet [1/[H, K KOTOPBIM UMEET AOCTYIL.
- K Tpetbe#t rpynne oTHOCATCS 3aperuCTpUpOBaHHbIE MOJb30BaTean noacucrem MCTT Ty,
OCYIIECTBIISIONIME yaaneHHbld qoctyn K [1/]a no nokansHoi cetn Yupexaenus.
JIuo naHHOM rpyIIbL:
- O6nagaer BceMH BO3MOXKHOCTSIMHM JIAI] BTOPOM KaTerOpHHu:;
- pacnonaraer HMHpopmanuei o  Tomoyoruu cetm MWCIIJIH W cocTaBe TEXHHYECKHX
cpencts UCI1/Ix;
- HIMEET BO3MOXHOCTh MNpsMOro ((U3MYEeCKOro) AOCTyNa K OTIAEILHBIM TEXHHUYECKUM
cpeactam (TC) UCIT/IH.

- K derseproii rpymne oTHocsTCs 3aperucTpupoBaHHbie  nosabsosarend UCTT/n ¢
TIOJIHOMOYHAMH aJIMUHUCTpaTopa 6e3onacnoctu UCTI/IH.

JIuno naHHO# rpymmsL:

- obmamaer  momHOM — MHGopManmed 0  CHCTEMHOM M IPHKIAIHOM IIPOrPAMMHOM
obecneyenun, ucnoaszyeMoM B cermente UCIT/IH;

- obnmamaer  nomHOM  MHGOpManmMel 0  TEXHHYECKHX  CPEACTBAX M KOH(UIypaluu
cermenTa UCI1/IH;

- HMEET JOCTYI K CPEe/ICTBAM 3aIlUThl HHYOPMAIIHH U IIPOTOKOJUPOBAHHUS, & TAKXKE K OTAE/IbHBIM
aJIeMeHTaM, ucnoias3yeMbM B cermenTe UCTT/n;

- IMEET JOCTYN KO BCeM TeXHH4YeCKHM cpeactBaMm cermenta MCI1/IH;

- obOmamaer mpaBaMH KOHQHMIYpDHPOBaHHS M AaJIMHHHUCTPATHBHOH HACTPOWKH HEKOTOPOTO
MOAMHOXKECTBA TeXHHUYECKHX cpezicTB cermenTa UCTT/IH.

-K ndroit rpynme OTHOCSTCS 3aperMCTPHPOBAHHBIC II0JIB30BATENM C IMOJIHOMOYMSIMH
CHCTEMHOT0 aJIMHHHCTPATOPa, BBIIOJIHAIOMIEr0 KOHQUIYPHPOBAHHE M YIPABICHHE MPOTPaMMHBIM
obecriedeHneM H 00OpyAOBaHHEM, BKIIOYas o00OpyZOBaHHEe, OTBeuaroliee 3a 0e301acHOCTh
3aMINAEMOro OOBEKTa: CpelCTBAa MOHUTOPHHIA, PE3ePBHOTO KOIMHMPOBAHUS, AHTHBHPYCHOTO
KOHTPOJIS, 3alIATHI OT HECAHKIIMOHUPOBAHHOTO JOCTYyIIA.

JIuno 1aHHOM rpymmbL:

- oObnamaer momHOM wMHGOpPMAaMEH O CHCTEMHOM, CHeHHaubHOM | mpukiagHoMm 110,
ucnonb3yemom B UCII/{H;

- obnapaer nmonuo# unpopmanueii o TC u kondpurypanuu UCTT I

- umeet goctyn ko Bcem TCUCTI/In u nanubIM;

- o6naaeT npaBaMu KOH(GUIYpHPOBAaHHUS M aIMUHUCTpaTHBHOM HacTpoiiku TCUCITT/TH.

-K mecroit rpynne otHOcsTCS 3aperucrpupoBaHHble nois3zoBatenn  MCII/lH ¢
MOJIHOMOYHSMH aJIMHHHUCTpaTopa Oe30macHOCTH YupexJeHHs, OTBEYAIOIIero 3a coOiroieHue
NpaBHJ pPa3rpaHUYEHHUs [OCTYNa, 3a TEHEpAlHI0 KIIOYEBBIX IJIEMEHTOB, CMEHY [apoleii.
KpUnTorpapuyecKyro 3aumTy HHGopMauu. AIMHHHCTPATOp 6€30MacHOCTH OCYIIECTRISIET Ay AHT
TEeX e CPECTB 3alIUThl 00BEKTA, YTO U CHCTEMHBIN aJIMHUHHUCTPATOP.

JIu1o naHHOM rpynibL:

- O6namaer nonuo# unpopmanueit 06 UCI/Ix;

- UmeeT 10CTYI K CpeACTBaM 3alIMThl HHYOPMAIIHH ¥ IIPOTOKOJIHPOBAHUS M K YaCTH KIFOUEBBIX
anemenToB UCII/H;

- He umeer npas gocTyna K KOHQUTYPHPOBAHHUIO TEXHUYECKHUX CPEJICTB CETH 3@ HCKITIOYEHHEM
KOHTPOJBHBIX (HHCIIEKIIHOHHBIX ).




- K cenpMmoii rpynme OTHOCATCS JMIA W3 4YMCIAa NPOrPaMMHCTOB - paspaboTuMKOB
CTOPOHHEH OpraHM3ainuy, SABIIOMMXCA nocraBmukamu [10 u smua, obecneumsaiomue €ro
conpoBoXxaeHHe Ha 00bekTe pazmerneruss UCIT/IH.

JIuo JaHHOM IpyMIIbL:

- O6nanaer uadopmanueii 06 anropuT™ax u nporpammax obpaborku uadopmanuu 8 UCTT/{H;

- obmamaeT BO3MOXHOCTSAMH BHECEHHS OINMOOK, HEICKIaPHPOBAHHBIX BO3MOKHOCTEH,
IPOrpaMMHBIX 3aKJIaNoK, BpelAoHOCHBIX mporpamm B I10 UCII/[H Ha craauu ero pazpaborku,
BHEJIPEHUS U CONPOBOXKICHHS; ‘

- MOXeT pacnonarate J0ObIMH (parmenTamu uHpopmammu o TC oOpaboTkm u 3alMTHI
urdopmanuu B UCI1/T 1.

- K BoceMo#t rpynmne otHocsTcs nepconan, obcnyxuBaromuii TC UCTI/IH, a Takxke jiuia,

obecrieynBaloIue MocTaBKy, conpoBoxaeHue H pemontT TC UCIT/]x.

JIuno naHHO¥ rpymIbI:

- obmamaer Bo3MoOHOCTSMH BHeceHus 3akinanok B TC UCII/IH Ha cragmm ux pazpaboTk,
BHE/IPEHHUS U COMPOBOXKICHHS;

- MOXeT pacnoJyiarath ¢pparmeHntamu uHbopmanuu o tonojgorud MCII/IH, aBToMaTH3HpOBAHHBIX
pabounx MecTax, cepBepaXx W KOMMYHHMKAIlHOHHOM oOopyaoBanuu, a takke o TC 3amuts
uHpopmanuu B UCI1/IH.
3.IlpeamnonoxeHusi 0 BO3MOXKHOCTAXHAPYIIHTEIIS.

Jina nomydenuss ucxomubix AaHHbBIX 0 MCII/In Hapymurens (xak | xateropwmu, tak u Il
KaTerOpUM) MOXET OCYIIECTBJIATH NEpeXBar 3amM@poBaHHOW HH(POPMALMH M HHBIX JIAHHBIX,
nepeiaBaeMbIX N0 KaHaJIaM CBSI3H CETsSM OOIIEero noJib3oBaHus ¥ (MM )ceTsM HHPOPMALHOHHOTO
obmeHa, a Taxxe 1o JokainbHbM ceTssm UCTT/H.

JIro6o#t BHYTpeHHMI HapyIIHUTEIb MOXET MMETh (PU3HYECKUIl JIOCTYN K JIMHUSIM CBS3H,
CHCTEMaM 3JICKTPOIUTAHUS U 3a3€MJICHHS.

[Ipeanmonaraercs, 4T0 BO3MOXXHOCTH BHYTPEHHEIO HAPYIIUTEJNS CYIIECTBEHHBIM 00pa3zoM
3aBHCAT OT ACHCTBYIOLIMX B MpeAenax KOHTPOJIMpyeMo# 30HBI 00bekToB pasmemenuss MCIT/(x
OrpaHUYUTENBHBIX (DAaKTOPOB, W3 KOTOPBIX OCHOBHBIMH SIBISIOTCS PEKHMHBIE MEPONPHSTHA H
OpraHu3alMOHHO-TEXHHYECKHE MEPLI, HAIIPABJICHHbIE Ha:

- MpeIOTBpAIlEHHE U NPeceYeHre HECAHKIIHOHWPOBAHHBIX JICHCTBHIA;

- 1oa00p U pacCTaHOBKY KaJIpOB;

- IOMyCcK (PM3HYECKHX JIHIl B KOHTPOJIUPYEMYIO 30HY M K CPE/ICTBAM BBIYHCIUTEIHHON TEXHUKH:
- KOHTPOJIb 32 MOPSA/IKOM NTPOBEICHHUS paboT.

B cuity 3T0r0 BHyTpEHHHI HapYIIUTENIb HE HMEET BO3MOXKHOCTH TTOJYIEHUS CIIEIHAIBHBIX
3Hanuii 0 UCII/IH B oObeMe, HEOOXOAMMOM /ISl PELIEHUs] BOIPOCOB CO3/AHHUSI U IIPEOJI0JICHH
cpenctB 3ammthl [1J[H, B HCKIIOYAaeTCs €ro BO3MOXHOCTH IO CO3JAHHIO H MPUMEHEHHUIO
CHENHATBHBIX MPOrPAMMHO-TEXHHYECKUX CPE/ICTB PEaIU3alliy LieICHANIPABICHHBIX BO3/ACHCTBUHI
JIAHHOTO HAPYIIMTENs Ha TOJUIeXalye 3aluTe OOBEeKThHl W OH MOXET OCYILIECTBIATH NOINBITKH
HECaHKIIMOHHpOBaHHOTO jgocryna K WP ¢ ucnonp3oBaHMeM TONBKO INTAaTHBIX MPOrPAMMHO-
texauueckux cpeacts UCII/{n 6e3 HapymeHus uX HEI0CTHOCTH.

B03MOXXHOCTE CroBOpa BHYTPEHHHX HapylIMTeNIeH MexXIy cobo#, croBopa BHYTPEHHErO
HapyIIUTeNs ¢ NEPCOHATIOM OpraHu3aluii-pazpaborunkos nojacucreM MCII/{n, a Takxe crosopa
BHYTPEHHEr0 ¥ BHENIHEIO0 HapymuuTened Jo/pkHa OBITh HCKIIOYeHAa IPHMEHEHHEM
OpPraHW3alMOHHO- TEXHHYECKUX M KaJpOBO-PEKMMHBIX Mep, JIEHCTBYIOIIMX Ha OO0beKTax
pasmemenus UCIT/IH.

4. TlpenamonoxeHus 00 UMEIOIMXCS y HAPYLIUTE/Is CPEJICTBAX aTaK

[Ipeanonaraercs, 4TO HapyIIWUTEIh UMEET BCE HEOOXOIMMBIC /I MPOBEACHHs aTaK 1o
JIOCTYIIHBIM €MY KaHajlaM aTaK Cpe/ICTBa.

Breimnwuit Hapynmmrens (Jmna kareropuu I, a Taxxke nuna kareropuu I mpu HaxoxaeHuu
3a mpeaenamu K3) MoOXeT HCHOAB30BaTh CIEAYIOIIME CPEJACTBA JOCTYNA K 3alllUIaeMoi
HHpOpMAIHHU:

- JlocTynHbie B cBOOOIHOM MpOJaxe annapaTHbie CPEACTBA U IPOrpaMMHOE 0OeCIIeYeHHE, B TOM




Yucie nporpaMMHbIE M alIIapaTHBIE KOMIIOHEHTHI KPHIITOCPE/ICTB;

- CnenmansHO pa3paboTaHHbIE TEXHUYECKHE CPE/ICTBA U IPOrpaMMHOE obecrieyeHue;

- CpeznctBa nepexpara M aHajIu3a HHPOPMALIHOHHBIX MOTOKOB B KAHAJIAX CBSA3H;

- CneuuasnbHble TEXHUYECKHE CPEJICTBA NlepexBaTa uHpopmanuu 1mo TKY U;

- [lItatasie cpeactea UCII/IH (TONbKO B Citydae UX pacnoniokeHus 3a npejeaamu K3).
BryTpennuit HapymmMTens A J0CTyNa K 3amuinaeMoi undopmannu, coaepxaineii [1/11,

MOXET HCIOoJIb30BaTh TOJNbKO ITaTHbie cpeactBa MCII/{n. Ilpu sToM €ro BO3MOXKHOCTH 10

UCTIOIb30BaHHUIO INTAaTHBIX CPEACTB 3aBHUCAT OT peannsoBaHHbiXx B WCIIJIH opranuzanuoHHO-

TEXHUYECKUX U PEKHUMHBIX Mep.

5. OnmcaHue KaHAJIOB aTak.

B03MOXXHBIMH KaHaJIaMH aTak, KOTOPbIE MOXKET MCIOJIL30BaTh HAPYIIHTENh /IS I0CTYIa K
3anmumaeMoit uapopmanuu B UCII/IH, sBistorcs:

- KaHallbl HENOCPEACTBEHHOIO A0CTyNna K OOBEKTY (BH3yalbHO-ONTHYECKHH, AKYCTHUECKHIA,
(uznyeckmii);

- JJIeKTPOHHBIE HOCHTEJM HMHQPOpPMALMH, B TOM YHCJIE CbEMHbBIC, C/JaHHBIE B DPEMOHT M
BBILIE/INTHE U3 YIOTPEOICHNUS;

- OymMaXKHbIe HOCHTEH HHPOPMAIIUH;

- mTaTHBIE NporpaMMHo-anmnapaTtHeie cpeacrsa UCI/1n;

- KkabenpHBIE CHCTEMBI M KOMMYTAlHOHHOE OOOpY/0BaHME, PpACIOJIOKEHHBIE B Ipeesax
KOHTpoJIMpyeMoH 30HBI M He 3ammmenssle or HCJ| k wundopmanuu oprasuzaiuoHHO-
TEXHUYECKUMH MEpPaMH;

- He3alMINeHHbIe KaHaikl cBsa3u; TKY .

6. Tun Hapymmrens npu ucnoiab3oBanud B UCII/Iu kpunrorpadudeckux CpeicTs 3aliuThl

uHbOpMaIHH

IIpu o6mene uadopmanueit mexxay UCII/IH ¥ BHEIIHUMH 10 OTHOLICHHUIO K MPEANIPHSITHIO
HHPOPMALIMOHHBIMH CHCTEMAaMH HEOOXOJMMO HCIOJIB30BAHHE CPEACTB KPHNTOrpaduyeckoi
3anuThl uHGopmanuu (CK3N).

YpoBeHb Kpunrorpaguyueckoi 3aluThl MEPCOHATBHBIX JAaHHBIX, oOecrneunBaemoi CK3U,
onpenensieTcss IyTeM OTHECEHMs HapyIIUTeNs, NCHCTBHSM KOTOPOI'O AOJDKHO IPOTHBOCTONTH
CK3H, x koHKpeTHOMY THIly, U Oasupyercs Ha IOIX0/aX, OMHCAHHBIX B «MeTOomHYeCKHMH
PEKOMEHJaUAMH 10 O0ECHEYEHHUIO ¢ IMOMOUIBI0 KPUNTOCPEACTB O€30MacHOCTH [EPCOHATBHBIX
JaHHBIX IpU HX 00paboTke B HMHOOPMAIHOHHBIX CHUCTEMax I[EPCOHATBHBIX JAHHBIX C
HCTIOJIb30BaHUEM CPE/CTB aBTOMATH3ALIHHY.

Tun mapymmrens u knacc CK3U nomkeH onpenensiTees B COOTBETCTBHH C TaOIHIeH
Tabmuna— CootBercTBHE THNOB HapymmTens U kinacca CK3U

l

I'pynna BHyTpeHHero HapymuTes Tun napymmurenst Knace CK3U |
['pynnal H2 KC2
I'pynma2 H3 KC3
['pynmna3 H3 KC3
['pynna4 H3 KC3
['pynnas H3 KC3
['pynna6 H3 KC3
I'pynna7 H5 KB2
I'pynma8 H4 KBl

Buemmmit Hapymmrtens otHocutcs K tumy HI. Ilpw stom, ecom o obnanaer




BO3MOXXHOCTSIMH 110 CO3JIaHUIO0 CIIOCOOOB M MOATOTOBKH aTaK, aHAJIOTHYHBIMH COOTBETCTBYIOLIMM

BO3MOXXHOCTSIM BHYTPEHHEro HapymHTenas Tvna Hi (32 HCKIIOUeHHEM BO3MOKHOCTEI.
TpEIOCTABIAEMBIX [PEOLIBAHMEM B MOMEHT aTaKH B KOHTPOJMPYEMOii 30HE), TO TOT HapyIIKTENb
TaKke Oyaer 0603Ha4aThes KaK HapymmTeb Tuna Hi.

VI. AkryajbHble Yrpo3si OezonmacHoCTH NMEePCOHATBHBIX JAAHHBIX B
HH(GOPMAHOHHBIX CHCTEMAX NEPCOHAIbHBIX IAHHBIX

1. Jlns BeIABICHHS U3 BCEro nepedns yrpo3 6esonacuoctu [1)1n axryamensix s UCITn
OIIEHMBAIOTCH JIBA [TOKA3aTENs:

- YpoBeHb HexoHo#M 3amumensnoctd UCIT/x;

- 4aCTOTa(BEPOATHOCTH )peaIH3allHH PACCMATPHBAEMOMH YIPO3EL.

2. YpoBeHb HCXOHOM 3aIUINEHHOCTH HHPOPMALHOHHON CHCTEMBI NEPCOHANBHBIX JaHHBIX

[ToxypoBremucxoanomzammmenaocTuMCIT/{anornmMaeTes10606 e HHBITOKA3aTe b,
3aBHCSIIMHA OT TEXHUYECKUX M SKCILTyaTalHOHHBIX Xapakrepuctuk MCTT/Tn. [Tepeuens pannbix
XapaKTepUCTHK M nokasareny samuieHHoctd UCITJIH, 3aBucsme ot HuX, noka3agsl B TabIHILe.

3. Ilokasatenu, OTHOCSINHECS K YUPEKICHHIO BBIACIICHbI XHPHBIM KYPCHBOM.

s onpepenenns mexommod sammmenHoctd UCIIJlE  10mkHO GBITH  paccyHTano

NPONCHTHOE COOTHOWICHHE KAXKAOrO YPOBHS 3alIMIICHHOCTH KO BCEM XapakTePUCTHKAM
;JameromuMm Mecto s UCIT/Ta.

Tabmuna9.1-TToka3zarenu ucxomnoi 3amumennoctu UCI1/1a

Yposensn
3§ -~} =
Texnnueckne u KcnTyaTannonHbie xapakrepucruxa UCIIn 2 = £
S 5 =
o = =
al o =

pacnipenenenHas UCI1/In, koTopast OXBaTBIBAET HECKOIILKO 00JIaCTEl, Kpaes,
OKpYT'OB HJIH FOCYJapCTBO B IEJIOM

I'oponckas MCIT/{1,0xBaTbiBaronias He 6ojee 0JJHOrO HACEIEHHOrO
IMyHKTa(ropoja, mocenika)

Kopnoparusnas pacnipenenennas UCIT/{H, oxBaThIBalolas MHOTHE
10/Ipa3/ie/IeH|s OHOM OpraHu3aluu

nokaneHas  (kammycHas) MCII[Ia, pasBepHyras B npenenax
HECKOJIBKHX  OJIM3KO pacmoJIOKEHHBIX 3aHHH

JlokansnasCII/In, pazeepHyman é npedenax 00H020 30aHuA

AHUY

HCII]Tn, umeromas MHOTOTOYEYHBIH BBIXOJ] B CETh OOIIEro MOJIb30BAHHS
UCTI/11, nmerommas 0HOTOYEYHBIN BBIXO/] B CETh OOILEro MoJb30BaHMs

UCTI]1H, pusnyuecku oTAeIeHHas OT CETH OOIIEro MojIb30BaHUs

ST Rt TN R ST N

YTEHHE, IIOUCK
3anucs ,yoanenue ,copmupoexa




Moaudukanus, nepenaya

CII/Tn, kKomopoit umeem docmyn onpeoeeHHbII NePpeyeHsb
COMpYOHUKO8_op2aHu3auuu, asrawweuca enadenvuem UCI/In, 1ubo

cyovexm I/n

UCTI/IH, Kk KOTOPOH UMEIOT AOCTYI BCE COTPYAHUKHU OpraHU3aluH,
SBJISAIOICHCS BIAE/IbIIEM

I/ICI'IIIH C OTKPBITBIM JIOCTYTIOM

WUnrerpuposannas VCI1/IH (opranu3anus HCIoab3yeT HecKouIbKo 0a3 [1/1n
WCTI/IH, npu 3TOM OpraHu3anus He sSBJISETCs BIaJebLEM BCEX
ucnons3yemsix 6a3 [1/1H)

WCI1/Ix,B KoTOpO# Hcnonb3yeTcst oaHa 6a3a [1/1n ,npunamiexamas
opranu3anuu— Biaanensity gansoi UCI/{a

UCII/IH, B KOTOpO# MpeoCcTaBIsieMble MOJIb30BATENIO JaHHBIE SBIISIOTCS
00e31MYeHHBIMH(HA YPOBHE OpraHU3alliH ,0Tpaciu, 00J1acTH, pEerHoHa | T./1.)

UCII/IH, B KOTOpO# JaHHbIE 00€3IHYMBAIOTCS TOJIBKO IIPH NI€peaye B JIpyrue
OpraHu3aliy ¥ He 00e3/THYeHb! TPH IPEI0CTABICHUH 0JIb30BATENIO B
OpraHU3aluH

HCII/In, 8 Komopou npedocmagiaemsie no1b306amento OaHHbIe He

AGNAIOMCA 003 1UYCHHBIMU

(m.e.npucymcme [CMMHQOQMG UUA, NO360IAIOULAA udenmudmu uposamns

NUCI1/18, npenocTasiisiomas BCO 6y JTAaHHBIX C

HCII/Tn, npedocmasnaowian yacms 1)1

UCII/1n, Henpe0CTaBISIFOIHE HUKaKoi nHpopmalmu

Konuuecmeo peuwienuii

Obuee Konuuecmeo peuieHuil

1. [Tpunumaercs, yro VICIT/IH uMeeT BBICOKHMH YypOBEHb MCXOJHOW 3alUIIEHHOCTH,
ecnu He MeHee 70% xapaktepuctuk MCIIJIH COOTBETCTBYIOT YPOBHIO «BBICOKHH», @ OCTA/IbHbBIC
YPOBHIO «CPEIHHIY.

B cnyuae, eciiu nemenee70%xapakrepuctuk MCI1/IH oTHOCHTCS K yPOBHIO

«HE HWKE CpeIHero», a OCTAIbHblE K YPOBHIO «HH3KHH», TO HCXOIHAas
samumenHocTs UCIT/{a 6ynet cpeanero ypoBHs.

Bo Bcex ocranpabix cnydasx MCII/{a 6yaeT uMeTh HU3KHMH YPOBEHD 3alMUIIEHHOCTH.
Hcxo/s U3 KpUTEPHEB OlIEHKH, fenaeM BbiBoj, uTo UCII/IH YVupexaenus uMeeT CpeaHuii
YPOBEHb 3alIUIIEHHOCTH.
5.0npezeneHne akTyalbHbBIX YTpo3 6€30MaCHOCTH MEPCOHANIBHBIX JaHHbIX.
J11s1 OLIEHKH YPOBHS HCXOJHOM 3aIUIIEHHOCTH BBOAUTCS KOIPOUIMEHT HCXOTHOH




3aIUINEHHOCTH Y 1, KOTOPBIA MOXKET NPUHUMATh 3HAYECHHUS:

0—U1s BBICOKO# CTENEHH HCXOMHOM 3alUIIEHHOCTH,

5 — 1 cpeaHei CTeNeH: UCXOIHOMN 3aMIIEeHHOCTH

10—/u1st HU3KOU CTCIICHU MCXOAHOM 3alMIICHHOCTH.

CrefylomuM MapamMeTpoM, HEOOXOIMMBIM /Ul  ONPEJENEHUS aKTYalbHOCTH  YIPO3
6e3onacaoctd I1J[H, sBisleTcs 4acToTa (MM BEPOSTHOCTB) pEaIM3alMM YIpo3bl, MO KOTOPO#H
TOHMMAETCS ONpE/Ie/IeHHbIA AKCIEPTHBIM ITyTeM I0Ka3arTelb, XapaKTepU3YIOIMH BEPOSTHOCThH
peanm3anui KOHKpeTHOH yrpossl GesomacHoctd IIJ[n mns MCIIJIn B peanbHBIX yCnoBusx ee
byskuuoHupoBaHus. BBOMTCS YeThIpe 3HAYEHUS ITOrO MMOKasarels, 0003Ha4aeMoro Kak Y2:

MAJIOBEPOSTHO — OTCYTCTBYIOT OOBEKTHBHBIE NPEINOCHUIKH Ul OCYIIECTBJIEHHS YIPO3bl
(HanpuMep, yrpo3a XHINEHHs HOCHTeNed MHPOpPMAlMK JMIAMH, HE HMEIOLIMMH JIEralbHOro
J0CTyIa B TIOMEIEHHUE, TIe TIOCTIeHHE XPAHATCS);

HM3Kasl BEPOSTHOCTh — OOBEKTHBHBIE NPEIIOCHUIKA Ul Pealu3alliy Yrpo3bl CyLIIECTBYIOT,
HO IPHHATBIE MEpBl CYIIECTBEHHO 3aTPYAHSIOT €€ peanu3aluio (Hanpumep, HCIOIb30BaHbI
COOTBETCTBYIOIIME CPEICTBA 3alUTHI HHPOPMALIHH);

CpelHsisl BEPOSTHOCTh — OOBEKTHBHBIE IPEINOCHUIKH /UIS PEANU3alMU YIPO3bI CYIIECTBYIOT,
HO NIPHHATHIE Mephl obecrieuenus 6ezonacHocTH [1/IH He10CTATOYHBI;

BBICOKAs BEPOSTHOCTb—OOBEKTHBHBIE NIPENIOCHUIKH [UISl PEA/IM3alliH YIPO3bl CYIIECTBYIOT H
Mepsbl 110 obecriedernto Ge3onacHocTy I1/1H He MPUHATEL

JlaHHBIHM OKa3aTe b IPHHUMAET CIIEAYIOLIHE 3HAUYCHMS:

0 — 1 MAJIOBEPOSITHOM YIPO3BI;

2 — JUIs HU3KOM BEPOSITHOCTH yTPO3BI;

S5—mns cpeiHe#d BEPOSITHOCTH YIPO3HI,

10 — 1151 BBICOKOH BEPOSITHOCTH YTPO3BIL.

Wcnonp3yss 3HAYeHHs TPUBEICHHBIX BblNe Mokasatened Y1 wu Y2, BbMHCIACTCS
K03 (DUIEEHT peanru3yeMoCTH Yyrpo3sl Y, onpenensemMblii cootHomenuem Y = (Y1+Y2)/20.

B 3aBHCHMOCTH OT CBOEr0 3HAYEHHS ITOT KOG DHUIMEHT IPHHAMAET 3HAYECHHS:

0 <Y <0,3 — peanu3yeMOCTb yrpo3bl IPU3HAETCS HU3KOM;

0,3 <Y < 0,6 — peatn3yeMoCTb yrpo3bl IPU3HAETCS CPEIHEH,

0,6 <Y < 0,8 — peastu3yeMOCTb YTrpo3bl IPH3HAETCS BBICOKOA;

Y>0,8—-peanu3yeMocTh yrpo3bl IPU3HAETCS OY€Hb BBICOKOM.

Jlanee naercs ouneHka onacHOCTH Kaxao# yrpossl [1/1a s UCIT/In. [lanHas onenka HOCHT
SKCNIEPTHBIM XapakTep M MOJydYaeTcss IyTeM OIpoca OKCIepToB B o0iacTd 0Oe30macHOCTH
uHpopmaruu. JlaHHAs OLIEHKA UMEET TPU 3HAYCHHS:

HH3Kas OMACHOCTh — €CJIM pealu3alusi Yrpo3bl MOXKET NPUBECTH K HE3HAYMTEIIbHBLIM
HEraTUBHBIM NOCIEACTBUSAM Ui cyObexToB [1/1H;

CpelHsis ONACHOCTh — €CJIM pealH3alldst YIpo3bl MOXET [PHUBECTH K HEraTHBHBIM
nocaeacTsusMm st cyosekTon [1]1H;

BBICOKAs OMNACHOCTh — €CJIH peaTH3allisi Yrpo3bl MOXKET NPHBECTH K 3HAYHTE/ILHBIM
HEraTHBHBIM NOCIIEACTBHM Ui cyObexToB I1/1H.

IMocne mpocyera BceX MoKaszaTeneil NPOM3BOIMTCS OLIEHKA aKTYaIbHOCTH KaXI0H Yrposbl
6ezomacHocTH I1]IH npu ux o6pabotke B UCII/IH HeXo/s U3 MaTpPHILLL, NpuBeaeHHas B Tabmuue9.2:

Tabmuna9.2— Marpuia pacyera akTyalbHOCTH yrpo3 6e3zonacHocty I/l

Peasnmzyemoct IMoka3aTe/ib ONACHOCTH YIPO3bI
b YIpo3bl
Huska Cpennss Bbicokasn
3Kas HeakTyajlbHas HeaKTyallbHas aKTyaJlbHas
peHsIs HeaKTyalbHas aKTyallbHas aKTyalbHas




Bricokas

aKTyajbHas

aKTyalbHas

aKTyasbHas

O4eHb BBICOKas

aKTyaJbHas

aKTyajbHas

aKTyaJlbHasi

Ha ocHoBanuyn nosoKeHWH MOAENM YIpo3, MOJIETH HApYIIHUTENS, HAaHHBIX 00 HCXOIMHOM
samumenHoctd MCIIJIH (Y1), xoadduuuente peammsyemoctu yrposs: (Y), BEPOSTHOCTH €€
peamusamin (Y2), a TakKe SKCHNEPTHOH ONLEHKH OMACHOCTH Yrpo3bl, ONpeieIseTcs aKTyaJIbHOCTh
Kax0# yrpossl 6ezonacnoctu I1/1H, o6pabareiBaembix 8 UCT1/{u. (Tabnuua 9.3)
Tabmana9.3-AkryansHocTs yrpo3 6e3onacHocts 11

uHpopMaTH3aIMK U HHPOPMAIIHOHHEIX
TEXHOJIOTHI;

Beposit | Koadduu )
HOCTB HEHT Ouenxa | OUCHKE
Ne y 6 aKTyasb
ik rpo3abeszonacuoctulIJla peamdsa | peanusye | OMAaCHOCTH | = -
LMH MOCTH yTpO3bi Sren
YTPO3bI YIPO3BI :

1. | Pasrnamenue, nepenaya wim yrpara 5 0,75 CpeaHss aKTyanb
aTpuOyTOB pasrpaHUYEHHUs A0CTYNA K Hasl
UCTI/Ta

2. | Hapymenue npaBui XpaHeHHs: aTpuOyTOB 5 0,75 HHU3Kas aKTyasb
pasrpaHMYeHHs JOCTyNa K Has
UCT e

3. | HecooGmenne o daxtax yrpars, 10 1,0 BBICOKAs AKTyaib
KOMITpOMETaluH aTpuOyTOB Hasl
pasrpaHuyeHus gocryna k UCIT/Ia

4. | Brenpenue areHTOB B YHCIIO NIEPCOHAIA 0 0.5 BBICOKas AxTyais
CHCTEMBI Hast

5. | HecaHKIIMOHHPOBaHHBIH 3aIycK 2 0,6 BbICOKAs aKkTyaiib
TEXHOJIOTHYECKHX TPOrpaMM, CIOCOOHBIX Hasi
[P HEKOMIIETEHTHOM HCIIOJIb30BAHHH
BBI3LIBATh MOTEPIO paboTOCIOCOOHOCTH
CHCTEMBI WIIH OCYIIECTRIISIONIMX
HeoOpaTHMbIe H3MEHEHHS B CHCTEME
(dopmarupoBanue uiH
PECTPYKTYPH3AIHIO HOCHTEIEH
MH(pOpMaLHH, yIaleHHE IaHHBIXHT.I1.)

6. | BBox ommOOYHBIX JaHHBIX 10 1,0 HU3Kasi Axtyais

Hast

7. | JIeHCTBHS COTPYAHHKOB, IIPUBO/ISIINE K 5 0,75 BBICOKAs! AKTyasb
9aCTHYHOMY HJIH MOJTHOMY OTKa3y Hast
CHCTEMBI WIIH HapyIICHHIO
PaGorocnocoGHOCTH anmapaTHbIX WM
IIPOTPaMMHBIX CPE/JICTB

8. | UrHopupoBaHue OpraHu3aliOHHBIX 10 1 cpeaHss Axtyans
OrpaHu4eHUH(yCTaHOBJICHHBIX ITPABHII) Hasi
ITpu pa6orec I1]]

9. | ®usnyeckoe pa3pylIeHHE WA BBIBOJ H3 0 0,5 BBICOKasi aKkTyanb
CTpPOs BCEX WJIM OTJENBHBIX Hauboee Hasl
BaXKHBIX KommnoHeHToB UCIT/{x

10. | 3aKynKH HECOBEPIICHHBIX ,yCTAPEBIIHX 0 0,5 HHU3Kast HeakTya
HJIM HETIEPCIIEKTHBHBIX CPEJICTB TbHas




|

11.| Xumenne HocuTenel uadopmamuy, 2 0,6 BBICOKas! AxTyais
Conepxarmx I1)] Hasl
12.| Toxe, BHEIIHHIHA HapyIIHUTeb 2 0.6 BBICOKAs AKTYATE
Hast
13.| He3akoHHOE mory4enne naposieii u 5 0,75 CpeIHss AKTyanb
APYTUX PEKBU3MTOB pa3rpaHHyYEHHs] Hast
nocryna k UCT1/Iu
14.| Toxe, BHEIIHUIM  HapymHTEH 2 0.6 CpeHss aKTyab
Has
15.| HecankimonupoBannas MouduKarms 5 0,75 BBICOKas AxTyanb
IIPOrpaMMHOT0 0OecrieYeH s Hasi
16.| Toxe, BHemHui HapymmTEH 2 0,6 BBICOKas aKTyab
Has
17.| Iepexsar I/, nepenasaembIx 1o 0 0.5 BBICOKas AxTyans
KaHaJlaM CBSI3H Hast ;
18.| Toxe, BHEIHME  HapymHTENH 0 0,5 BHICOKAS Axryanp |
Has
19. | HecanKIMOHHPOBaHHOE KOMHPOBaHHE 5 0,75 cpe/Hss Axryanb
Hocwureneit undopmaruu c I1]] Hasi
20.| Toxe, BHEIIHWN  HApYLIHTEITH 2 0,6 CpeHsist AxTyanb
Hast
21.| YreHne ocTaTO4HOM HHOPMALIHH U3 0 0.5 HHU3Kas HeakTya
ONEPaTUBHOM NaMATH U C BHEIIHUX JbHast
3anoOMHMHAIONIHMX YCTPOUCTB
22.| Toxe, BHEIIHUH  HApYIIHTENb 0 0,5 HHU3Kas HEeaKkTya
JbHas
23. | HenpenHaMepeHHOE 3apaXeHue 5 0.75 HHU3Kas aKTyab
KOMIIbIOTEpa BUPYCaMH Hasl
24. | IlpenramMepeHHOE 3apaXkeHue 10 1,0 HM3Kast aKTyallb
KOMIIBIOTEpA BUPYCAMH Hasi
25.| BMemaTenscTBO B mponece 5 0,75 BBICOKas! aKTyaib
dynxumonuposanus UCIT/IH ,ceteit Hasi
00IIEro noib30BaHUs € IENBIO
HECAHKIMOHHPOBAaHHOMH MOIU(HKAIIHH
JTAHHBIX
26.| Toxe, BHEIIHMI  HApyLIMTENH 2 0,6 BBICOKas aKTyalb
Has |
27. | HecaHKIIMOHUPOBAHHOE BHEIPEHHUE U 10 1,0 CpeaHss aKTyasb
HCTI0JIb30BaHHE HEYYTEHHBIX IPOrpamMM, Hasi
HE SBIISIOLIMXCS HEOOXOAUMBIMH JIJIst
BemonHenus coTpytHuKaMu cBOHX
ciryxeOHbBIX 00s13aHHOCTEMH
28.| Toxe, BHEmHHA HapymIHTEIH 5 0,75 Cpe/tHsis aKTyasib
Has
29.| HeyMbluieHHOE MOBpPEXIEHHE BHEITHUX 2 0,6 HHU3Kast HeakTya
KaOe/IbHbIX CHCTEM CBSI3H JIbHAs
30. | Bo3HHKHOBEHHE [10)KApOB B 2 0.6 BBICOKAs aKTyab
HEMNOCPEACTBEHHOM OJIM30CTH K Has

IIOMEIIEHHUSAM, B KOTOPBIX
O6pa6arsiBatores [1]] u apxusam I1]]
pe3yJbTare HEUCIpaBHOMN




3IIEKTPOIIPOBO/IKH, HEUCTIPABHBIX
TEXHUYECKHX CPE/ICTB ,HAapyIICHUS
COTPYAHMKAMH ITPABUIT
TIPOTUBOMNOXXAPHOH 0€30MacHOCTH.

31.| Paspyinenue 31aHuit,0T/A€IBHBIX 0,5 BBICOKas axKTyasb
IIOMEIICHA N Hast
32.| Bo3HMKHOBEHHE CTHXHIHBIX 0494rOB 0.6 HM3Kasi HeakTya
II0)KapoB JbHas
33.| ABapHu B CHCTEMAX JJIEKTPOIUTAHHS 0,75 HU3Kas aKTyasb
Hasi
34.| ABapuu B cHCTEMaX OTOMJICHHS U 0,75 cpeHsis aKTyalhb
BOJIOCHA0XKEHHS B HEIIOCPEICTBEHHOM Hasi

0IM30CTH K TOMELIECHUSIM, B KOTOPBIX
O6pabarsiBatorcs I1]] u apxusam I1)]




